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1. Purpose and Benefits 
The purpose and benefits of this policy are to raise awareness of the College’s data protection 
arrangements to ensure that a common and consistent approach is adopted in relation to the 
management of information and the protection of data in order that: 

 

 Information is collected, processed, held, transferred and disposed of appropriately; 

 Staff are aware of their rights and responsibilities in relation to information handling; 

 Appropriate mechanisms are in place to ensure that those about whom the College holds 
data are advised of their rights in relation to the gathering and processing of their personal 
data. 

 
In formulating and reviewing College processes and procedures on records management, due 
regard is given to the current legislative provisions for data protection, including the EU 
General Data Protection Regulations (GDPR) and such guidance as may be issued by the UK 
Information Commissioner. 
 

2. Policy Statement 
The College collects and processes a range of personal data relating to prospective and existing 
members of staff and learners, for a variety of purposes related to employment and the 
learning experience.  We also hold information relating to our wider activities and 
engagement with suppliers and partners. 
 
With the ability to collect and process data comes a responsibility to ensure that this data is 
collected, used and stored appropriately.  The College must, therefore, ensure that data is 
managed in line with relevant legislation and guidance and that those involved in data 
handling and processing are aware of their responsibilities. 
 

1 Responsibilities 
Overall responsibility for management of information and legislative compliance rests with the 
Principal and the Senior Management Team. 
 
The Assistant Principal: Organisational Development is the designated member of the Senior 
Management Team with lead responsibility for data protection overall and has particular 
responsibility for ensuring that the College’s employment practices are legally compliant and in line 
with best practice. 
 
The Assistant Principal: Systems has a particular responsibility to ensure the security of all 
electronic systems operated by the College and the protection of electronic data. 
 
The College Data Protection Officer is responsible for the College’s compliance with data protection 
law and overseeing and updating this policy and any related policies and procedures as appropriate.  
 
Heads of Faculty and Heads of Corporate Services are responsible for pursuing the implementation 
of the policy in their Faculty or Service and ensuring that those processing data in their roles are 
supported in doing so appropriately. 
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All College staff have a responsibility to ensure that their actions comply with this policy and 
operational procedures in their handling and use of data.  In addition, all members of staff are 
responsible for ensuring that personal information provided by them is accurate and that the 
College is notified promptly of any changes.  It is the responsibility of the College to ensure that any 
notification of a change to personal information is noted and acted upon timeously. 
 
2 Scope 
This policy applies to all staff employed by the Board of New College Lanarkshire and its provisions 
extend to all personal data we process (or a third party processes on our behalf). 
 
3 Definitions 
For the purposes of this policy, the following definitions apply: 
 

 A Data Controller is an individual or organisation that determines when, why and how to process 
Personal Data. A data controller is responsible for establishing practices and policies in line with 
Data Protection Law.  The College is a Registered Data Controller (No. Z9194349) with the 
Information Commissioner.  The Register of Data Controllers, which contains details of the classes 
of data processed by the College and the purposes for which this is used, can be searched online 
at www.ico.gov.uk. 

 Data Processing refers to any practice relating to the collection, organisation, alteration, 
retrieval, disclosure and disposal of personal data.  

 A Data Processor is an individual or body who undertakes data processing on behalf of a data 
controller. 

 A Data Subject is any identified or identifiable living individual who is the subject of personal data 
held by the College.  Data subjects have a range of individual rights under data protection 
legislation including the right to make subject access requests regarding the nature of 
information held about them and to whom it has been disclosed. 

 Personal Data is any information identifying a Data Subject or information relating to a Data 
Subject that we can identify (directly or indirectly) from that data alone or in combination with 
other identifiers we possess or can reasonably access. Personal Data includes Sensitive Personal 
Data and Pseudonymised Personal Data but excludes anonymous data or data that has had the 
identity of an individual permanently removed. Personal data can be factual (for example, a 
name, email address, location or date of birth) or an opinion about that person’s actions or 
behaviour. Personal data can be held in any format, including electronic and paper-based. 

 Special Category Data includes information which relates to an individual’s racial or ethnic origin, 
criminal convictions, political opinions, religious beliefs, trade union membership, health, sex life, 
genetics, biometrics or sexual orientation. Special category data are subject to much stricter 
requirements and may only be processed where additional conditions are met.  The College 
processes some special category data for the purpose of monitoring the effectiveness of equality 
and diversity initiatives and statistical reporting. 

 
4 Principles of Retention of Data 
Data protection legislation sets out a number of data protection principles of good information 
handling.  These state that personal data will be: 
 

http://www.ico.gov.uk/
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 Processed lawfully, fairly and in a transparent manner in relation to individuals; 

 Collected for specified, explicit and legitimate purposes and not further processed in a manner 
that is incompatible with those purposes; further processing for archiving purposes in the public 
interest, scientific or historical research purposes or statistical purposes shall not be considered 
to be incompatible with the initial purposes; 

 Adequate, relevant and limited to what is necessary in relation to the purposes for which they 
are processed; 

 Accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure 
that personal data that are inaccurate, having regard to the purposes for which they are 
processed, are erased or rectified without delay; 

 kept in a form which permits identification of data subjects for no longer than is necessary for 
the purposes for which the personal data are processed; personal data may be stored for longer 
periods insofar as the personal data will be processed solely for archiving purposes in the public 
interest, scientific or historical research purposes or statistical purposes subject to 
implementation of the appropriate technical and organisational measures required by the GDPR 
in order to safeguard the rights and freedoms of individuals; and 

 Processed in a manner that ensures appropriate security of the personal data, including 
protection against unauthorised or unlawful processing and against accidental loss, destruction 
or damage, using appropriate technical or organisational measures.1 

 
The College will ensure that all data processing for which it is responsible will be conducted in line 
with these principles and this policy documents how this will be achieved in practice. 
 
5 Lawful Basis for Processing 
To be able to process personal data, a Data Controller must ensure that such processing falls within 
one or more of the lawful bases for processing that are set out in Article 6 of the EU General Data 
Protection Regulations (GDPR).  These are: 
 

 Consent – An individual has provided clear consent for the processing of their personal data for 
one or more specified purposes; 

 Contract – The processing of the personal data is necessary to fulfil a contract that the College 
has with an individual; 

 Legal Obligation – Processing of data is necessary to comply with the law, other than to fulfil a 
contractual reason; 

 Vital Interests – Processing of data is necessary to protect someone’s life; 

 Public Task – Processing is necessary for the College to perform a public interest task or to fulfil 
its official functions, where the task or function has a clear legal basis; 

 Legitimate Interests – Processing is necessary for the College’s legitimate interests or the 
legitimate interests of a third party, unless the need to protect an individual’s personal data 
overrides those legitimate interests. 

 
At each point that the College collects data, the lawful basis for processing will be made clear.  
However, it is expected that most of the data processed by the College in relation to students will 

                                            
1 Article 5 of the General Data Protection Regulations, available here: http://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN  

http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
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fall within the College’s wider public task as a regional college outlined in the Post-16 Education 
(Scotland) Act 2013 and The Lanarkshire Colleges Order 2014 and for staff will fall within the 
fulfilment of the contract held between the College and the member of staff, to comply with legal 
obligations or in furtherance of the College’s legitimate interests. 
 
5.1 Fair Processing Notices 
Any form used by the College to collect information from an individual will contain a Fair Processing 
Notice, which will set out the purpose for which the information is being sought and the data 
protection arrangements that apply to the information provided.  The text of all Fair Processing 
Notices (sometimes referred to as Data Protection Declarations or Privacy Notices) will be consistent 
across the College and will refer to the lawful basis for processing the data being collected. 
 
Any rewording of a Fair Processing Notice or introduction of a new method of data collection must 
be approved before use.  Approval may only be given by the Assistant Principal: Organisational 
Development, another member of the Senior Management Team or the College’s designated Data 
Protection Officer. If you have any queries or concerns concerning any proposed Processing activity 
and whether it is within the scope of a Privacy Notice then you should consult the DPO before 
commencing any Processing. 
 
The information contained within the Fair Processing Notice must be provided to the individual Data 
Subjects whose Personal Data we Process and we must ensure that the Privacy Notices are properly 
communicated to individuals at the point at which their Personal Data is collected.  For advice on 
how to do this please consult the DPO. 

When Personal Data is collected indirectly (for example, from a third party), you must provide the 
Data Subject with all the information required by the Privacy Notice as soon as possible after 
collecting/receiving the data.  Where we receive Personal Data from a third party with whom we 
have a contractual relationship, we may require that third party to provide the Data Subject with 
the information contained in our Privacy Notice on our behalf.  More generally, you must also check 
that the Personal Data was collected by the third party in accordance with Data Protection Law and 
on a basis which contemplates our proposed Processing of that Personal Data. 

 
6 Data minimisation 
Under the data protection principles, we must ensure that Personal Data must be adequate, 
relevant and limited to what is necessary in relation to the purposes for which it is processed. You 
may only Process Personal Data when performing your job duties requires it. You cannot process 
personal data for any reason unrelated to your job duties. 

Do not collect excessive Personal Data. Ensure that any Personal Data you collect is actually required 
for the intended purpose for which you will Process it. You must ensure that when Personal Data is 
no longer needed for specified purposes, it is deleted or anonymised in accordance with the 
College’s data retention and archiving schedule policy. 

7 Accuracy 
The data protection principles require that Personal Data must be accurate and, where necessary, 
kept up to date. It must be corrected or deleted without delay when inaccurate. You must ensure 
that the Personal Data you use and hold is accurate, complete, kept up to date and relevant to the 
purpose for which we collected it. You must check the accuracy of any Personal Data at the point of 
collection and at regular intervals afterwards. 
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8 Security, integrity and confidentiality 
Personal Data must be secured by appropriate technical and organisational measures against 
unauthorised or unlawful Processing, and against accidental loss, destruction or damage. 

You must  

 perform your work duties in such a way as to protect the Personal Data that we hold; 

 follow all procedures and technologies we put in place to maintain the security of all Personal 
Data from the point of collection to the point of destruction.  You must also comply with the 
requirements of all Relevant Policies and Guidelines and any directions issued by the DPO; and 

 not attempt to circumvent the administrative, physical and technical safeguards we implement 
and maintain to protect the Personal Data. 

9 Individual Rights 
Under the EU General Data Protection Regulations, Data Subjects have the following rights in 
relation to the processing of their data: 
 

 the right to be informed; 

 the right of access; 

 the right to rectification; 

 the right to erasure (sometimes referred to as ‘the right to be forgotten’); 

 the right to restrict processing; 

 the right to data portability; 

 the right to object; and 

 the right not to be subject to automated decision making including profiling. 
 
All data processing will be undertaken by the College in line with the rights of data subjects.  
However, data subjects should be aware that the rights listed above may be qualified, limited or 
modified by the legal basis on which particular data is processed.  Further information on individual 
rights is available from the Information Commissioner’s website at www.ico.org.uk.  
 
Where you receive a communication from any individual which seeks (or might be construed as 
seeking) to exercise any rights in relation to Personal Data, you must notify the HR Manager (staff 
information), the Head of Information Systems and Development (student information) or the 
College’s DPO. Do not attempt to deal with the communication before seeking advice. 
 
10 Appointment of a College Data Protection Officer 
To meet its legal obligations, the College is required to appoint a designated data protection officer 
who is sufficiently independent of operational management and whose duties under data 
protection arrangements do not pose a conflict of interest with any other duties for which s/he may 
be responsible.  To address this requirement, the College accesses this support as a member of the 
data protection shared service for Scottish colleges and universities that is provided through 
Advanced Procurement for Universities and Colleges (APUC) and the Universities and Colleges 
Shared Services catalyst (UCSS).  Further details of this service are available from the Assistant 
Principal: Organisational Development. 
 

http://www.ico.org.uk/
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11 Criminal Offence Data 
Under the requirements of the Protection of Vulnerable Groups (Scotland) Act 2007, the College will 
conduct criminal conviction checks on staff and students undertaking regulated work with children 
or vulnerable adults.  This means that the College is a recipient of information defined as criminal 
offence data.  While the above legislation provides a lawful basis for the College to process this 
information, criminal offence data will be managed as special category data and will be subject to 
additional safeguards regarding processing.  Staff involved in processing this information will receive 
specific training on the processing and sharing of this data and access to such data will be strictly 
controlled. 
 
12 Privacy by Design 
In designing and operating systems and processes, the College will ensure that all data is held and 
processed at the minimum level required to fulfil its functions and to meet the purpose for which 
data is being processed.  Systems and processes will be designed and implemented in a manner 
that allows access to data to be restricted only to those with an explicit and legitimate reason for 
access. 
 
13 Data Protection Impact Assessments (DPIA) 
Where the College proposes to introduce or amend new systems or working practices that have 
implications for its data protection arrangements, a Data Protection Impact Assessment will be 
undertaken to assess these implications, manage risk and to consider what control measures are 
appropriate to ensure that data remains protected and all processing remains compliant with the 
principles set out above. 
 
Where any relevant project or system is being considered the DPO must be advised accordingly at 
an early opportunity in order that they can consider the proposal and determine whether a Data 
Protection Impact Assessment is required.  The DPO may require you to complete pre-DPIA 
screening questions in order to determine whether a full DPIA is required.  No Processing of Personal 
Data pursuant to such a project or activity may be undertaken without the approval of the DPIA. 
You must comply with any directions given by the DPO in relation to the DPIA. 
 
14 Staff Training 
The College will support the application of this policy by raising awareness of our expectations in 
relation to records management through the provision of training to staff in relation to their rights 
and responsibilities.  The College will provide initial data protection training as part of the induction 
process for all new staff, with additional specialist training given to staff in areas with specific 
responsibilities for processing sensitive information and data.  Periodic refresher training will be 
given to all staff. 
 
Completion of initial and refresher training in data protection will be mandatory for all staff. 
 
15 Subject Access Requests 
Data subjects or anyone who considers that s/he may be a data subject in terms of the College 
potentially holding his or her personal information have the right to request details of any personal 
data about them held by the College, whether this is held in electronic format or any manual records 
which form part of a relevant filing system.   Such a request is called a Subject Access Request. 
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All external Subject Access Requests and requests from current or former members of staff should 
be directed to: 
 
Assistant Principal: Organisational Development 
New College Lanarkshire 
1 Enterprise Way 
MOTHERWELL 
ML1 2TX 
 
All requests from current or former students should be directed to: 
 
Assistant Principal: Systems 
New College Lanarkshire 
1 Enterprise Way 
MOTHERWELL 
ML1 2TX 
 
The College will acknowledge all requests upon receipt and will provide a full response within one 
month from the date of receipt, as required under data protection legislation.  To safeguard the 
information it holds and to ensure the privacy of individuals, the College is entitled to ask for such 
evidence as it may reasonably require to verify the identity of the individual making the subject 
access request, before any information is provided. 

In some circumstances, the College may refuse a request that is manifestly unfounded or excessive.  
Where this is the case, the College will confirm why the request is being refused and will confirm 
the arrangements open to the requester to appeal the decision. 

Any member of staff receiving a request who is unsure whether it constitutes a subject access 
request should seek advice from the Assistant Principal: Organisational Development or the 
Assistant Principal: Systems. 
 
15.1 Subject Access Request Register 
The College will maintain a central Subject Access Request Register to demonstrate for audit and 
reporting purposes that the College is meeting the deadlines for dealing with any Subject Access 
Requests received.  The SAR Register will be held securely by the Assistant Principal: Organisational 
Development.  Additionally, individual faculties and services will be required to keep a log of any 
requests from third parties for information in an agreed format.  Such requests should be forwarded 
on to the Assistant Principal: Organisational Development to decide whether this constitutes a 
Subject Access Request and should, therefore, be included on the College’s official SAR register. 
 
16 Data Sharing 
In the performance of its duties in relation to the employment of staff and the services provided to 
learners, the College may be required to share information with external organisations.  Example 
bodies with whom the College may be required to share or give access to data include: 

 Scottish Government 

 Scottish Funding Council 

 Awarding Bodies 

 Education Scotland 

 Skills Development Scotland 

 HMRC 

 Pension Funds 

 Insurance Companies 

 Trades Unions 

 Local Authorities 
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 Legal Advisers 

 Auditors 

 Information Commissioner 

 Scottish Public Services Ombudsman 

 Suppliers of services, such as college 
systems 

 
In all such cases where data is shared externally, the College will ensure that appropriate safeguards 
are in place in relation to any data shared through agreed protocols or data sharing agreements. 
 
A register of all such data sharing agreements will be kept by the College’s Data Protection Officer. 
 
16.1 Data Sharing with Awarding Bodies 
For the purposes of certificating students and recording achievement, the College must share and 
receive information from a range of awarding bodies.  In all cases, data sharing agreements / 
protocols will be put in place between the College and any such recipient of our data to ensure 
compliance with data protection legislation and to ensure that the rights on individuals are 
protected. 
 
16.2 Transfer of Data / Information Cross Campus 
You may only share the Personal Data we hold with another member of staff if the recipient has a 
job-related need to know the information. 
 
The majority of data processed by the College should be available via relevant College systems at 
any campus by those who require to access it and there should be no need for such data to be 
transferred by individuals using portable means (see ‘USBs and Portable Hard Drives’, below). 
 
Where personal data is received in manual form at one location and is required to be transferred to 
another location, consideration should be given to scanning or other electronic means of data 
sharing.  If manual transfer is unavoidable, this should be done by relevant staff and should be done 
as far as possible in the course of a working day.  Staff should refrain from taking such information 
home overnight. 
 
Information on PVG certificates and the certificates themselves should never be transferred in hard 
copy format between campuses without the prior approval of the Assistant Principal: Organisational 
Development, HR Manager or relevant Head of Faculty (for student data). 
 
16.3 Data Sharing with the Police and Statutory Agencies 
There is a particular exemption within the data protection legislation relating to requests for access 
to personal information received from the police, law enforcement agencies and other bodies with 
statutory functions to detect or prevent crime.  Such requests should normally be made in writing 
and signed by someone of sufficient authority within the agency requiring the information. 
 
If you receive a request from such an agency, you must consult with a member of the Senior 
Management Team or the College Data Protection Officer who will make the decision whether 
personal information should be released. 
 
16.4 Disclosure of Data to Third Parties 
The College must ensure that personal data is not disclosed to unauthorised third parties which 
includes family members. All staff and students should exercise caution when asked to disclose 
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personal data held on another individual to a third party. Disclosure must be relevant to, and 
necessary for, the conduct of College business. Requests for information in relation to an individual 
will only be accepted if produced in writing, on company-headed paper. The reason for making the 
request and, where appropriate, the legal basis for the request must be detailed.  Where 
appropriate, a statement from the data subject consenting to disclosure to the third party should 
accompany the request. 
 
However, personal data may be legitimately disclosed where one of the following conditions apply: 
 

 The data subject has given their consent for the College to correspond with a named third party; 

 The disclosure is in the legitimate interests of the College; 

 The College is legally obliged to disclose the data; 

 Disclosure of data is required for the performance of a contract. 
 
If there is any doubt as to whether it is legitimate or otherwise to disclose personal information to 
a third party, individuals should seek advice from their line manager who will consult with a member 
of the Senior Management Team or the College Data Protection Officer as necessary. 
 
17 Data Security 
All personal data processed by the College is only accessible to those members of staff who need to 
use the information in the performance of their role.  Personal data is secured in locked filing 
systems within lockable rooms with controlled access.  Personal data which is held electronically is 
password protected and is subject to the College’s ICT Policy Framework.  Staff are required to keep 
computer passwords confidential and are not permitted to leave manual records containing 
personal information where they can be accessed by those without authority to do so. 
 
Individual members of staff required to handle sensitive data in the course of his/her employment 
at the College will have a confidentiality clause contained within his/her Written Terms and 
Particulars of Employment, which will explicitly state that unauthorised disclosure or a breach of 
the Data Protection and Data Security Policy may result in disciplinary action. 
 
Access to sensitive personal data and personal data of College staff is strictly controlled and held in 
a secure area to which access is restricted.  Similar arrangements are in place for learners’ personal 
data where it is held within faculties or corporate services such as Student Funding or Information 
Systems. 
 
17.1 Clear Desk Arrangements 
The College encourages a ‘clear desk’ approach for those involved in handling personal data in the 
course of their duties.  All staff with access to personal data should ensure that when work areas 
are unattended, no personal data or sensitive information is left unsecured. 
 
17.2 USBs and Portable Hard Drives 
As the College’s electronic systems are available to staff at each College campus, with appropriate 
levels of remote access available where agreed, the need to transfer data on portable memory 
devices should be minimal.  Staff are not permitted to use USBs for the storage or transfer of 
personal data or sensitive category data unless such devices use 256-bit AES hardware encryption 
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and the use of such a device and the transfer of data in this way has been agreed by an appropriate 
manager. 
 
Similarly, portable hard drives should not be used as a means to transfer personal or sensitive 
category data unless suitably encrypted.  In areas where such devices are used for archival purposes, 
they should be stored securely and an appropriate log kept of their use. 
 
In all cases, any encrypted USBs and portable hard drives supplied to staff remain the property of 
the College and must be returned on request.  In use, they should be kept securely and appropriate 
sign in/out processes should be in place to ensure their location is known at all times.  Any loss must 
be reported immediately to line management. 
 
18 Breaches 
While the purpose of this policy is to ensure that the College’s data protection arrangements are 
effective and well understood, it is also important to recognise the behaviours and actions that 
would be considered as breaches of the policy and the consequences of any such breach.  The 
following occurrences are considered breaches of this policy: 
 

 Unlawful procurement of information by anyone not entitled to access such information; 

 Unfair processing i.e. processing information for a purpose other than that for which it was 
provided; 

 Processing of inaccurate information, particularly if information was known to be inaccurate 
or steps could have been taken to ensure accuracy; 

 Unlawful disclosure i.e. sharing of information with anyone not entitled to receive it or loss of 
any data subject to this policy; 

 Collection, storage or processing of inadequate, irrelevant or excessive information. 
 

Unlawful disclosure, inadequate/irrelevant/excessive information are all breaches of this policy.  
Any abuses of this policy by a member of staff may result in action taken in accordance with the 
College’s Staff Disciplinary Policy and Procedure. 
 

18.1 Notification of Breach or Loss of Data 

All breaches or suspected breaches of the policy or any loss of personal or sensitive category data 
must be reported to a member of the senior management team as soon as it is discovered. 
 
Where a breach or loss of data is reported, this will be notified to the College’s Data Protection 
Officer who, with the Assistant Principal: Organisational Development will be responsible for 
developing a Breach Management Plan, which will contain the four elements below: 
 

 Containment and Recovery; 

 Assessment of Ongoing Risk; 

 Notification of Breach to Information Commissioner; 

 Evaluation and Response. 
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GDPR also makes notification of a breach of data protection mandatory where this is likely to result in a 
risk for the rights and freedoms of individuals, with such breaches notified to the relevant supervising 
authority within 72 hours of an organisation becoming aware of the breach 

18.2 Consequences of Breach or Loss of Data 

Staff should be aware that the penalties for a breach of the General Data Protection Regulation (GDPR) 
are significant and can include a fine of up to 2% of global turnover or €10 million (whichever is greater) 
or a fine of up to 4% of global turnover or €20 million for the most serious breaches. 

 
19 Data Retention and Archiving 
The College has a College wide Data Retention and Archiving Schedule, at both a corporate and 
service level.  This sets out the basis on which information can be retained, and documents retention 
periods as set out in legislation or in line record keeping requirements set by relevant statutory 
bodies.  The College will also provide training on good archiving practice and processes for auditing 
data retention. 
 
19.1 Disposal of Data 
The College has appropriate security measures in place for the deletion and disposal of personal 
data. Manual records are shredded and disposed of as "confidential waste" and arrangements are 
in place to permanently erase the hard drives of redundant electronic equipment. 
 
For further information on disposal of data, please contact Human Resources (manual records) or 
ICT (electronic records). 
 
20 Monitoring and Review 
New College Lanarkshire will review its practices and provisions on a regular basis to ensure that 
they reflect our commitment to ensuring fair, consistent and lawful management of data.   
 
The policy will be reviewed bi-annually to reflect legislative requirements, recommendations and 
identified good practice. 
 


